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BACKGROUND
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Exploits, weird machines, and automata



DFA EXERCISE

CAN YOU 
QUICKLY MODEL 
A LOCK THAT 
OPENS WITH A 
KEY WITH A DFA?

Yes, you can model this 
with a DFA if you look at it 
from the perspective of 
the user. Your key either 
works or it does not. 



WHAT 
ABOUT 

HACKING?



BRIEF 
DEFINITIONS

+ An exploit is an artifact 
that leverages a flaw in 
the system in order to 
materialize unexpected or 
unintended behaviors. 

+ A weird machine is a 
theoretical framework to 
understand most classes 
of exploits.



FORMAL 
DEFINITION

All inputs are a language. 

Why do weird machines exist?
● All software is an emulator for a state machine
● Any CPU running some software must enter 

transitory or weird states
● An attacker-controlled input can force it to enter 

these weird states

A weird machine arises from these weird states, treating 
the attacker’s input as its code. 



EXPLOITATION
“Weird machines, exploitability, and 
provable unexploitability” (Dullien 2017)

“Exploitation is setting up, 
instantiating, and programming a 

weird machine.”
—Thomas Dullien



INITIAL ENTRY
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Problematic Parsing of iMessage GIFs



PROBLEMATIC 
PARSING



Problematic GIF Parsing

● iOS handles parsing GIF files outside its “BlastDoor” sandbox.
○ “BlastDoor” is a safe execution space separated from the rest of the OS’s 

memory.
● ImageIO library is used to guess correct format of files.

○ 20+ image codecs can be parsed outside of “BlastDoor” by posing as 
GIFs.

● The attacker sends a malicious PDF file in JBIG2 encoding.
○ The harmful PDF file is parsed in memory near the rest of the OS by 

posing as a GIF file.



JBIG2 Compression
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Accidentally Turing Complete



What is
JBIG2?

JBIG2 is an image 
compression standard used 
for the extreme compression 
of black and white images, 
typically used in high-end 
office scanners and printers



How does JBIG2 Work?

Step 1

Do simple pattern 
matching to find all the 
shapes that look similar 

on the page.

Step 2

Replace all similar 
shapes with a reference 

to one of them along 
with the relative 

coordinates on the page

Step 3

Store and compress the 
difference between each 

original shape and the 
substituted one to 

reduce the losiness of 
the compression



How does JBIG2 Work? 

Step 3

During the encoding process, the encoder can use logical operators 
(AND, OR, XOR, XNOR) to manipulate the bits to calculate the 

difference between the substituted and original. During this stage, 
the encoder is also able to read values already present on the output 

canvas.



Heap Overflow

Undersized 
buffer

Segments GList 
Backing Buffer

JBIG2 Bitmap

Overflow

●● Memory corruption issue
● A type of buffer overflow that 

targets the heap
● This specific implementation 

overflows the undersized buffer 
with over 32 GB of data and 
crashes it



JBIG2 is Turing Complete!

Send a PDF in 
JBIG2 Format 

disguised as a GIF

Cause a heap 
overflow from a 

specific element in 
the PDF 

Begin decoding with 
unbonded access to 

arbitrary memory 
locations 

Calculate the differences 
while jumping, reading, and 
writing to arbitrary memory 

addresses (TC)

41 2 3



Creating a NAND Gate

● We could create a NAND gate by
○ Creating a logical NOT by XOR-ing it with a 1
○ Putting an AND gate in front of the logical NOT



NAND Gate to Turing Machine

MERCURY JUPITER VENUS



Impact

● This weird machine 
is computationally 
equivalent to other 
Turing-complete 
languages like 
JavaScript or Python

● This enables remote 
code execution (RCE) 



Exploits in Action





CREDITS: This presentation template 
was created by Slidesgo, including 
icons by Flaticon, and infographics & 
images by Freepik 

THANK 
YOU!

Primary Source: 
https://googleprojectzero.blog
spot.com/2021/12/a-deep-dive
-into-nso-zero-click.html

Learn more about weird 
machines: 
https://www.cs.dartmouth.edu
/~sergey/wm/ and 
http://langsec.org/ 
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